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NMCI USER AGREEMENT

Security Briefing

1. Purpose.  Emphasize individual responsibilities pertaining to all operation, administration, management and control of NMCI Information Systems. 

2. General.  The protection of both classified and controlled unclassified information and data is based on the principles of individual responsibility, personal accountability and need-to-know.  Information system security, like all other security disciplines depends upon each individual.  

3. Responsibilities.   The responsibility for the protection of classified and controlled unclassified information and data used within NMCI computer systems rests with each person.  Regardless of countermeasures established to protect the confidentiality, preserve the integrity, or ensure the availability of sensitive computer systems, networks or the data processed, they provide little security if ignored by individual users.  The following NMCI Information System Security User Agreement outlines basic safeguards, which must be closely followed when using NMCI computer assets. 

4. Privacy Act Acknowledgement.  Authority to request this information is contained in 5 U.S.C Statue 301 for the purpose of requesting information to ensure that all personnel using NMCI Information Systems who have signed this security briefing/user agreement form are correctly identified.  Also 10 U.S.C Part II and 14 U.S.C Chapter 11 provide authority for the Information System Security Manager/Officer to use the above data to ensure proper security indoctrination of all assigned personnel.   Disclosure of information is voluntary; however, failure to disclose information could result in denial of access to NMCI systems. 

NMCI Information System Security User Agreement 
I understand that:
· My NMCI Information System password(s) must be protected and may not be divulged to anyone. 

· I am responsible for controlling access, utilization, and determining the correct classification of any file I create, modify or manage. 

· When I gain access to NMCI via personal or non-NMCI seats through remote access, I am responsible for ensuring the information and data is protected in accordance with DoD, DoN, and Privacy Act directives.  This information must be protected at all times. 

· I may not install any computer software or open an NMCI seat to install computing equipment.  Legacy applications may be installed through the “Legacy Application Transition Process” or through CLIN 23 orders.  Peripherals may be connected through available serial, parallel, or USB ports.   This exception does not apply to developmental designated NMCI (R&D) computer systems. 

· My local Information System Security Manager/Officer (ISSM/ISSO) is my primary point-of-contact for any questions, problems, or inappropriate activity I observe concerning NMCI Information System security.

·  I must immediately report any violation of NMCI Information System security or other inappropriate activity I observe or suspect directly to the local ISSM/ISSO. 

· Any attempt to circumvent NMCI Information System security safeguards may result in immediate revocation of my information system access, adverse administrative action, and/or disciplinary action. 

· All NMCI Information Systems are subject to authorized monitoring to ensure system functionality, to verify the application of prescribed security countermeasures, and to protect against unauthorized use. 

· If monitoring reveals possible evidence of criminal activity, such evidence may be provided to law enforcement personnel. By my signature I expressly consent to such monitoring.

· I understand signing this document is voluntary, and by not signing I would not be permitted to have an NMCI account. 

· The use of NMCI Information Systems and computer resources is limited to official business only, except as stipulated below. 

I agree to:
· Use only NMCI Information Systems, which I am authorized to access and only for the purpose for which they were intended. 

· Properly logoff the NMCI Information System upon completion of work or departing the immediate terminal area for any length of time. 

· Not probe or attempt to break in or gain access to any computer system, node or account that I am not authorized access. 

· Not create any homepages unless in the official capacity of my job function and then only as specifically authorized by the cognizant DAA. 

· Report any weakness in NMCI Information System countermeasures or procedures I observe or encounter to the ISSM/ISSO or ISF ISSA. 

I further acknowledge and shall adhere to the following Appropriate User Guidelines while accessing the World Wide Web/Internet: 
1. Users of the INTERNET must ensure that CLASSIFIED data is not released on the INTERNET and that any controlled UNCLASSIFIED (Sensitive but UNCLASSIFIED (SBU), Privacy Act, Freedom of Information Act exempt information, and all others) data or information is released only after proper review and clearance.  The NMCI user is accountable for SBU, Privacy Act, and Freedom of Information Act exempt information they download from NMCI. This includes protecting and defending the confidentiality and integrity of this information once it is downloaded from NMCI to another media (this includes disks, information system or any information media). 

2. Users are personally responsible for ensuring that information sent by electronic mail (E-mail) on the INTERNET is unclassified, non-sensitive, professionally presented, current, accurate and factual. 

3. In order to protect NMCI Information System assets, users shall exercise care in downloading and handling files from outside sources.    Users shall scan all attachments received by e-mail for viruses prior to saving them to the network or re-transmitting them over the Internet.  Copyright laws shall be obeyed.  Users shall report any violations of policy or security to the local ISSM/ISSO. 

4. PERMISSABLE INTERNET USES (DURING WORKING HOURS) 

· Internet searching to research work-related issues 

· Use of Internet resources to enhance job related professional skills. 

· Use of Internet resources for education on the use of communications systems. 

· Job searching in response to Federal Government downsizing. 

5. PERMISSABLE INTERNET USES (DURING LUNCHTIME/BEFORE/AFTER WORK) 

· Internet searching for news, sports, or stock quotes. 

· Emailing a brief message to a family member or friend. 

· Internet searching for real estate listings. 

6. PROHIBITED INTERNET ACTIVITY: The following INTERNET uses are expressly prohibited and include but are not limited to: 

· Any conduct against the policies stated above, particularly paragraphs (1) and (2) of the “Appropriate Use Guidelines”. 

· Accessing, storing, processing, displaying, distributing, transmitting or viewing material that is pornographic, racist, promotes hate crimes or is subversive in nature. 

· Promoting partisan political activity. 

· Disseminating religious materials outside an established command religious program. 

· Using the system for personal financial gain, such as trading stock, listing real estate, advertising or solicitation of services or sale of personal property (however, utilizing a command approved mechanism such as a welfare and recreation electronic bulletin board for advertising is acceptable.) 

· Fund raising activities, either for profit or non-profit, unless the activity is specifically approved by the Commanding Officer (e.g. MWR car washes). 

· Gambling, wagering or placing of any bets. 

· Writing, forwarding, or participating in chain letters. 

· Computer Games 

· Computer Hacking 

· Terrorist or terrorist related activities 

NMCI Information System User Authorization:
In consideration of your acknowledged understanding of basic information system security practices and procedures, your verified security clearance and established "need-to-know", you are hereby authorized limited access to operate and use NMCI Information Systems and resources necessary to fulfill your official duties.

Your limited access entitles you to use only those assets to which are required to perform your official duties.  Attempts to probe or break-in to other systems or accounts; circumvent internal protection, accounting or auditing mechanisms; or use NMCI Information Systems and assets for purposes other than which they were intended or accredited, will be considered to be and reported as security violations.  Willful and malicious violations of these policies could result in administrative, punitive, and criminal proceedings.

All NMCI Information Systems are to be used in accordance with the provisions of this NMCI User Agreement.  Individual user activities on NMCI Information Systems are subject to authorized monitoring without notice by System Management, System Administration, or Security Operations Center (SOC) personnel.  All personnel using NMCI Information Systems expressly consent to such monitoring and are aware that if such monitoring reveals evidence of unauthorized user activity, he/she may be subject to administrative, punitive, and criminal proceedings.

I have thoroughly read and understood the NMCI USER AGREEMENT, as it has been presented to me.

PLEASE PRINT LEGIBLY:

________________________________________________________________________Name: Last, First, MI
Rate/Rank/Grade             Service           SSN (Last 4 only) 

________________________________________________________________________Command
Dept/Div
Phone (work/mobile) 

________________________________________________________________________Title/Position
Bldg./Room 

________________________________________________________________________Asset Number
Workstation Name
NMCI Email Address

________________________________________________________________________
Customer’s Signature
Date

Privacy Act Statement:  Authority to request this information is contained in 5 U.S.C. Statue 301 for the purpose of requesting information to ensure that military, GS civilian, and contractor personnel who have signed this security briefing/user agreement form are correctly identified.  

